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Abstract: Information System Auditing gradually becomes an important area in computer information systems
and accounting information systems due to government regulations and growing demand from companies. 1S
2010 Curriculum Guidelines (1S2010), sponsored by ACM and Association of Information Systems, lists IT
Audit and Control as an elective course for the IS/IT/MIS majors. The purpose of this curriculum package is
to demo how to use the Microsoft Dynamics CRM and GP as tools to illustrate information auditing, audit
tracking, and user management for enterprise systems. The content is also suitable for security control and
identity management.

INTRODUCTION

Sarbanes-Oxley Act of 2002 indirectly impacts the awareness the importance of information audit for financial
reporting for public companies. Many accounting firms such as Deloitte have recruited IS graduates for their auditing
consulting services. Payment Card Industry Data Security Standard (PCI-DSS) directly shows the importance of
information security control for a company that uses credit cards as customers’ payment tool. In 2006, TJX
Companies, Inc. had to pay a fine of about $40.9 million dollars to a bank for the card-card data breaches because it
did not fully comply with PCI-DSS (Panko, 2013).

Because of government regulation and growing demand from companies, IS 2010 Curriculum Guidelines lists IT
Audit and Control as an elective course for IS/IT/MIS majors (Topi et al., 2010). The content of these courses are not
only suitable for a student majoring in the Information Technology (IT), Management Information Systems (MIS), or
Computer Science (CS) but also for Accounting Information Systems (AIS).

To enrich the content of the IT Auditing and Control or Security courses, the purpose of this curriculum package is to
describe how to use the Microsoft Dynamics CRM and GP as tools to understand the practical sides of the IT Audit
and Control. Section 2 discusses the role of Microsoft Dynamics in the course of information system audit. The
section 3 shows the syllabus for information systems audit. The section 4 shows two sample assignments which show
how to handle audit, audit tracking, and audit log using Microsoft CRM and GP. Finally, a brief conclusion is
discussed at the end.
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THE ROLE OF MICROSOFT DYNAMICS IN THE COURSE OF INFORMATION
SYSTEM AUDIT

The course of information systems audit is to teach the follow the following contents:
1) Network and Infrastructure audit
2) Server and operating systems audit
3) Database audit
4) Enterprise application software audit

The above topics are similar to the exam for Certified Information Systems Auditor (CISA) from ISACA. Figure 1
shows the flow charts of topics from network to enterprise systems. In the next section, the syllabus used for IS

437/637 Information Systems Audit at an AACSB-accredited university at United States.

Network and Netwgrk
Infrastructure Audit Security and
audit

1 |

Network Operating
Systems Audit

! |

Database Audit

Microsoft
wWindows 2012
R2

Microsoft SQL

Server
Enterprise Systems Audit Microsoft
(ERP and CRM) Dynamics CRM

and GP (or AX)

Figure 1: The Topics for Information Audit and Control

THE COURSE SYLLABUS FOR INFORMATION SYSTEM AUDIT

Table 1 shows portions of the syllabus used for IS 437/IS 637 Information Systems Audit. It also shows how we
apply the 50 Microsoft Dynamics student activity hours to each topic.

Table 1: IS 437/637 Course Syllabus

IS 437 Introduction to Business Information Technology Audit
COURSE DESCRIPTION (Catalog):
This course introduces the fundamental concepts of the information technology audit and control function. The

main focus of this course is on understanding information controls, the types of controls and their impact on the
organization, and how to manage and audit them. The concepts and techniques used in information technology
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audits will be presented. Students will learn the process of creating a control structure with goals and objectives,
audit an information technology infrastructure against it, and establish a systematic remediation procedure for any
inadequacies. The challenge of dealing with best practices, standards, and regulatory requirements governing
information and controls is addressed.

COURSE OBJECTIVE:
At the end of this course, students should be able to:

* Understand the role and objectives of the information technology audit.

* Develop an appropriate information technology audit process.

» Identify risks to the confidentially, integrity, and availability of information and processes.

* Describe the risks inherent in various types of information systems ranging from manual basic accounting to
advanced operational information and knowledge for decision making.

* Understand how to design and implement assurance procedures and control measures to effectively manage
risks.

* Understand best practices, standards, and regulatory requirements governing information and controls. Gain the
ability to measure the degree of compliance with them.

* Understand the role of auditing in systems development, including the review of the development process and
participation in systems under development.

* Understand data forensics and how to secure and preserve evidence.

* Learn to develop disaster recovery and business continuity plans.

* Validate that IT management has developed an organizational structure and procedures to ensure a controlled

and efficient environment for information processing.

+ Evaluate that controls are in place on the client, server, and on network connecting the clients and servers.

COURSE TEXT AND MATERIALS:
[ Course Package, Handouts and Notes.
COURSE ACTIVITIES:
[ Class activities include three exams, 10-22 assignments, and a semester project/paper.

[1 The semester project will entail preparing a project or a paper (6 pages and 6 references). You will
submit a report and make a presentation of your project to the rest of the class on the scheduled date.
The project can be a team effort. The semester project entails one of the following: 1) attend ISACA
competition, 2) provided and designing software/hardware solutions to the auditing problems
identified. If you are interested in Microsoft Dynamics Student Certificate Program, you have to
do a project related to Dynamics software (CRM, GP, or AX). You are also responsible for 10-
minute presentation of your project to the rest of the class on the scheduled date. The project can be an
individual or team effort from 2 to 3 individuals.

TOPICAL OUTLINE AND ASSIGNMENTS:

(This schedule is tentative, and may be changed at the discretion of the instructor.)

Reading/ Assignments
(Total Student Activity Hours
TOPIC for MDSCP: 29)

WWELS (Total Student Activity Hours for MDSCP: 21)
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Discussion of Course Syllabus

0 The Need for Information Systems Audit and Controls
o Information Systems Risks

o Protection of Information Assets

o Certified Information Systems Auditor (CISA)

o Information Systems Audit and Control Association
(ISACA)

o Network Infrastructure Audit
o Network Infrastructure Audit: Cisco Router and Firewall
Security; Access Control Lists

o Network Infrastructure Audit: Cisco Router and Firewall
Security; Access Control Lists

Network Infrastructure Audit (wireless communications
auditing)

Server and Systems Software (Operating Systems) Audit

Server and Systems Software (Operating Systems) Audit
Client (Operating Systems) Audit
Exam I

Server and Systems Software (Operating Systems) Audit
Client (Operating Systems) Audit

Database Audit (MS SQL Server)

(Microsoft Dynamics Student Activity Hours: 1 hours)

o Database Audit (Microsoft SQL Server 2012) (Microsoft
Dynamics Student Activity Hours: 2.5 hours)

o Applications Controls

o Enterprise Systems Controls

o Internet and E-commerce Controls

o E-mail Audit

o Installation and Operational Controls
o Access Controls

o Applications Controls

o Enterprise Systems Controls

o Internet and E-commerce Controls

o Installation and Operational Controls
o Access Controls

Handout 1
Handout 2
Assignment 1B

Handout 3
Handout 4;

CISCO Router Security (CRS)
assignments

Handout 5;
CISCO Firewall Security
assignments

Handouts;
Hand-on exercises on real Cisco
routers

Linux and Windows Server
2012 R2

Microsoft SQL Server 2012 R2
(Microsoft Dynamics Student
Activity Hours: 1 hours)

SQL Server 2012

Microsoft Dynamics
AX/GP/CRM

Handouts

(Microsoft Dynamics Student
Activity Hours: 2.5 hours)

Microsoft Dynamics
AX/GP/CRM

Handouts

(Microsoft Dynamics Student
Activity Hours: 2.5 hours)
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10

11

12

13

(Microsoft Dynamics Student Activity Hours: 2.5
hours)

Exam II

o Enterprise Systems Controls

o Installation and Operational Controls

o Access Controls

(Microsoft Dynamics Student Activity Hours: 2.5
hours)

o Applications Controls
o Enterprise Systems Controls

Customer Relation Management and Mobile Device Audit

o Internet and E-commerce Controls

o Installation and Operational Controls

o Access Controls

(Microsoft Dynamics Student Activity Hours: 2.5
hours)

o Customer Relation Management and Mobile Device
Audit (Microsoft Dynamics CRM)

o System of Authorizations

0 Documentation & Records

o Physical Control over Assets & Records

(Microsoft Dynamics Student Activity Hours: 2.5
hours)

o Customer Relation Management and Mobile Device
Audit (Microsoft Dynamics CRM)

o System of Authorizations

o Documentation & Records

o Physical Control over Assets & Records

(Microsoft Dynamics Student Activity Hours: 2.5
hours)

o Disaster Recovery for Business

Microsoft Dynamics CRM/GP/AX

(Microsoft Dynamics Student Activity Hours: 2.5
hours)

Microsoft Dynamics
AX/GP/CRM

Handouts

(Microsoft Dynamics Student
Activity Hours: 2.5 hours)

Microsoft Dynamics GP, CRM
Handouts

(Microsoft Dynamics Student
Activity Hours: 2.5 hours)

Microsoft Dynamics CRM
Handouts

(Microsoft Dynamics Student
Activity Hours: 2.5 hours)

Microsoft Dynamics CRM
Handouts

(Microsoft Dynamics Student
Activity Hours: 2.5 hours)

Handouts

(Microsoft Dynamics Student
Activity Hours: 2.5 hours)
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Microsoft Dynamics CRM/GP/AX (Microsoft Dynamics Student
14 ) ) o Activity Hours: 2.5 hours)
(Microsoft Dynamics Student Activity Hours: 2.5
hours)
Project due
Project Presentation (Microsoft Dynamics Student
15 Activity Hours: 3 hours) (Microsoft Dynamics Student
Activity Hours: 10 hours)*
(Microsoft Dynamics Student
Activity Hours: 3 hours)
Final Exam (Microsoft Dynamics Student Activity
Hours: 2 hours)
16
e Students in the MDSCP program must work on a project in Microsoft Dynamics GP/AX/CRM
e Total Microsoft Dynamics Student Activity Hours for this course: 50

CURRICULUM PACKAGES FOR THE COURSES

In IS 437/637, students have to finish 15-22 assignments. In this article, two sample assignments for using Microsoft
Dynamics CRM and GP for information system audit are:
1) A step-by-step assignment using Dynamics CRM. This assignment is revised from Microsoft Dynamics
CRM online material.
2) A step-by-step assignment using Dynamics GP 2015. This assignment is revised from Brunsdon, Romney,
and Steinbart (2009). Brunsdon’s book is based on GP 10.0 and we have updated the content to GP 2015 by
create new screenshot.

Because of the page limitation of the article, we only show portions of these two assignments.

A. Step-by-step Assignments using CRM 2015

1. In the Internet Explorer, go to http://crm.clcloud.com or the instructor may assign you to another website

2. If you do not see the following screen but a denial message, click the refresh button on Internet Explore. If you
see the following screen, login into Dynamics CRM using the user id and password provided by the professor:
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Connecting to erm.clcloud.com.

Windows Security E

| cLDOM110Nis437-001 ]

|
| E [ Password ]
Domain: CLDCOM110

] Remember my credentials

[ ok || cancel

It may take 2-3 minutes if you use it for the first time.

3. You should see the following screen:

Click the H as shown in the above picture to skip the “’Frist things first” and you will see the

following screen (you may see the graphics)

T r——— | I = :
% @ Comant = [ et =
ek e e LT el L | Lo L - L i

Marketing Social Dashboard

Marketing KPis

Coonon e what's new

Welcome!
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The Microsoft Dynamics CRM auditing feature logs changes that are made to customer records and user access so
that you can review the activity later. The auditing feature is designed to meet the auditing, compliance, security,

and governance policies of many regulated enterprises.

Enabling Auditing

1. Make sure that you have the System Administrator or System Customizer security role or equivalent

permissions.

2. On the navigation bar, click or tap Microsoft Dynamics CRM > Settings. Settings appear on the

navigation bar.
3. Click or tap Settings > Auditing > Global Audit Settings

4. You can start auditing and specify whether or not to audit user access, and you can stop auditing if it is

currently enabled.

If you opt to enable auditing and audit user access, you will track when the user starts accessing Microsoft
Dynamics CRM and whether or not the user accessed the application by using the web application or CRM

for Outlook.
System Settings
Set system-level settings for Microsoft Dynamics CRM.
Genera Calendar Formats Auditing Email Marketing Customization Outlock Reporting Goals
Audit Settings
M start Auditing

07 et user access

Enable Auditing in the following areas
M commen entities

M1 sales Entities

D Marketing Entities

[ customer service Entiies

Wrors complete list of Entities and their Audit states visit Entity and Field Audit Settings.

Enable or Disable Entities and Fields for Auditing

System Administrator or System Customizers can change the default audit settings for entities and for specific fields

for an entity.
To enable or disable auditing for an entity:
1. In the Navigation Pane, choose Settings. Then choose Auditing.

2. Inthe Audit area, choose Entity and Field Audit Settings or you can click the Entity and Field Audit

Setting.
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%Conver‘f - @ Select

5 M Inbox (8,602) - lechul00@... I Lot of 10 Seagate Baacu... I3 Suggested Sites v |B] BannerINB | ] My.Emich [:Z EagleMail [ IT Remote Support & Web Slice Gallery =

it Microsoft Dynamics CRM v #% | SETTINGS v Auditing

0 'CRM for Qutlook  See how CRM for Qutlook makes you even more productive.
Audit

What would you like to do?

Get CRM for Outlook

Global Audit Settings
Select audit settings for your organization.

ﬁ Audit Summary View

View a chronclegical listing of transactions across records and users.

3. Under Components, expand Entities.

(2 Solution: Default Solution - Microsoft Dynamics CRM - Intemet Explorer

Entity and Field Audit Settings
Enable audit tracking on selected entities and fields.

Audit Log Management
Manage space by deleting old or unwanted audit logs.

= e

“ﬂ http://crm2.clcloud.com/EMU380/tools/solution/edit.aspx?def_category=9801&id=3:7bfd140aaf-4df4-11dd-bd17-0019b9312238%7d

| Solution: Default Solution
Bj? # Information

Solution Default Solution
Component Type Entity

ﬁlrmwat'or

E Components

i =‘_sl| Entities «  Display Name 4
. %Afmm & Account
> [4] Activiy
a
» (] Address e actiity
> [] Appointment
) GAREIE = Address
=
> ] Article Template [ appointment
> @ Business Unit
> [ Campaign Il Artide
> M, Campaign Activit i
“:' paig ¥ . QJ Article Template

> T Campaign Response

A =‘_E‘| New | X Delete | gy Pudlish

E(':E Show Dependencies

Name

account
activitypointer
customeraddress
appointment
kbarticle

kbarticletemplate

ﬂ View  Customizable

"_“f Managed Properties

Schema Name
Account
ActivityPointer
CustomerAddress
Appointment
KbArticle

KbArticleTemplate

State

Managed
Managed
Managed
Managed
Managed

Managed

H f}l Save and Close .j ?_1 Export Solution ﬁ Import Translations E} Export Translations _0 Publish All Customizations 7y Actions =
ile

Customizable

@*ep-

]

Audits @
Disabled A
Non App
Disabled
Disabled

Disabled

Non App

4. Open the entity (click the entity to open it. For example, click “Account”) for which you want to enable or

disable auditing.

5. To start auditing, on the General tab and in the Data Services section, select the Auditing check box to
enable auditing or clear the Auditing check box to disable it.
6. By default, when you start or stop auditing for an entity, you also start or stop auditing for all the fields of

this entity.
7. Choose Save.
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File

.

1= =33 Show Dependencies

Account
ol Information

Solution Default Solution

4 [ Entities

> B Account

7] Activity

(=] Address

(7] Appointment

[ Article

Article Template
alf) Attachment

&5 Business Unit

[:7 Campaign
Campaign Activity
™, Campaign Response

A Caze

| Case Creation Rule It...
[ Case Resolution

&3 Competitor

1 Competitor Address
&2 connection

Bg connection Role
B contact

[#) contract

[, contract Line

> [¥] contract Template
> | & Course

& Managed Properties

Lgy Publish

General Primary Field

~| Business process fiows (fields will be created) +

o

& C ation

Motes (includes attachments) +
Activities +

Connactions +

Sencing email {If an email fisld does not exist, one will be created) +

UREEE

Mail merge
Document management

] Access Teams

[ cueuves +

Automatically move recerds to the owner's default queue when a record is created or assigned.

Data Services

Allow quick create
Duplicate detection

Auditing
Note: Sy default, all fields for this entity are enabled for auditing. Click the Fields tab to enable or disable specific fields for auditing.

Outlook & Mobile

CRM for phones
CRM for tablets
Read-only in CRM for tablets
Reading pane in CRM for Outlook
| offline capability for CRM for Qutiook

To enable or disable auditing for specific fields on an entity:

1.

2.

Under the account in the entity (Entity -> Account) for which you want to enable or disable auditing with
specific fields, choose Fields.

| 10.1.10.15/EMU-USM/to

3 gy Publish All Customizations
Fil
ile

|

Account

= Fields

Solution Default Solution

9 Components

Entities

4 B Account
E Forms
:|_-| Views

I'ih Charts
$ ] Fields

=3 1:N Relationships
%}3 M:1 Relationships
33 N:M Relationships

42 Messages
'_f-“zé Business Rules

.ﬁ./ Hierarchy Settings

> 2] Activity
> | =] Address

View: All

B New | X | Edit | MoreActions -

' Name schema Name Display Mame Type
accountnumber AccountMumber Account Number  Single Line of Text
accountratingcode AccountRatingCode Account Rating Option Set
addressi_addressid Address1_Addressid Address 1: 1D Primary Key
address1_addresstypecode Address1_AddressTypeCode  Address 1: Addr..  Option Set

Address1_City Address 1: City Single Line of Text

¢ address1_city

address1_composite Address 1 Multiple Lines of...

Address1_Composite

address1_country Address1_Country Address 1: Coun...  Single Line of Text

To enable or disable a single field (For example, Address 1: City of Account), open the field and in the
Auditing section, select Enable or Disable.
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Field: Address 1: City of Account - Microsoft Edge
Search or enter web address

= &'—;' Save and Close ﬂ =33 Show Dependencies % Managed Properties
le

Field
Address 1: City of Account
4 Common Genera
& Information Schema
5 Business Rules Display Mame * |nddress 1: City] < | Field Requirement * Optiona
MName* I address1_city Searchable Yes
Field Security () Enable  (®) Disable

& Enabling field security? What you need fo know
¢ Auditing * @® Enable () Disable
Description

Type the city for the primary address.

For information about how to interact with entities and fields programmatically, see the Microsoft Dynamics CRM SCK

3. To enable or disable more than one field, select more than one field that you want, on the toolbar choose

Edit. In the Edit Multiple Fields dialog box, in the Auditing area choose Enabled or Disabled.
4. Choose Save.

View audit logging details

System Administrators can view the activity for the entities that are enabled for audit logging.
1. Go to Settings -> Auditing -> Audit Summary View.
2. In the Audit Summary View, you can do the following:
o Choose Enable/Disable Filters to turn on filtering. Then, you can filter on a specific event, such
as Delete actions.
o Choose an Event to view specific details about the activity, such as the field changes that were
made during an update to a record and who performed the update.
o Choose the Refresh button & to view the most recent activity.

B. Step-by-step Assignments using Microsoft Dynamics GP 2015

The following assignment are using Dynamics GP to show how to use audit trail and activity tracking. Due to the
length of the assignment, we only show portions of the assignments in this article.

I. Audit Trail

The audit trail documents the source of general ledger postings. To view source documents for general ledger

. . 1] Mi ft D ics GP -
posting, click e L to select Tools -> Setup -> Posting -> Source Document.

56



Proceedings of Microsoft Academic Conference for Higher Education 2017

Vol. 8, No.1

Microsoft Dynamics GP

qu | Home »
Transactions = Inquiry = Reports = Cards -

icrosoft Dynamics GP -

User and Company

User Date

Edit

Maintenance
SmartList
Reminders
Task List

Process Monitor

Report Processing Status

User Preferences

Print Setup...
Print...

Close All Windows
Exit

Ctrl+P

3

»

Utilities 3
Routines 3
Customize 3
Integrate 3
Macro 3

Resource Descriptions  »

Analysis Cubes 3

Add Reporis

Setup Checklist

Systermn

Workflow for Sharepoint

Financial

Sales

Purchasing
Inventory

Payroll

Project

Human Resources
Manufacturing
Fixed Assets

Field Service

Analysis Cubes

Online Services

L4 Source Document SV

3

3

»

“ Connect

MNew Task.. Resources for Microsoft Dynamics GP
CustomerSource
Your resource for unlimited access to o
Microsoft Dynamics GP.

Posting

Posting Accounts

Audit Trail Codes &
Payroll Accounts Source Document Setup

Analytical Accounting Default Dimensions

Save Clear

Actions

Delete

Source Document Setup - TWO (sa) —

=l 9 X

= Tl

]

File Print Tocls Help Add
- - - Mote
File Tools Help

Source Docurment

D ezcription

4 4 » p

L0

Click on 4 to look up. Then you will get the following screen:

<

- Quick Links

User Activity

Process Menitor

User Setup

User Security Setup
Back Up Company
Create Business Alers
Process Server Setup

Source Documents - TWO (=a) — =
-
7 X il @
u b =

Select Cancel File Tools Help Add

- - - Mote

Actions File Tools Help

Find by Source Document 3{3 Mews iﬁ Open

Source Document
APl

BtdasShkd

ChdaDl

CHMDEF

Ch TR

Cri<FR

COkd

Description

Apply Recervables Documents

Bill of kdaterials Azzembly
B ank Reconcile Adj
Bank Deposits

Bank Transactions
Bank Transfers

Transfer Commissions

DPClLA,
DFFPIT
EDTFO
GEJ

Depot Inventory Adjusthent

Depot Inventory Transfer
Edit PO Status
General Budget Journal
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Scroll through source documents in the lookup window to locate code SJ. This is the source code for transactions
originating on the Sales Journal maintained by the Sales Series. Close the lookup window and the Source Document
window (Brunsdon, Romney, & Steinbart, 2010).

Source Document
SCClA

SCllA

SCNT

SCRlA

SCRIT

UFPRCC
UPRMC
UFPRME
UPRFE
UPRGE
UPRWC

Source Documents - TWO (sa) — s
/ R il @
ol
e I -
Select Cancel File Tools Help Add
- - - Mote
Actions File Tools Help
Find by Source Document ’{Ij Hew ﬁq’ Open

Dezcription

Service Call C-Partz Line Adj

Service Call I-Partz Line Adj

Service Call Inventary Transf.

Service Call R-Parts Line Adj

Service Call R-Parts Line Trsf
3 tion Entry

Computer Checks

b anual Checks
Fonth-End Reports
Period-End Reports
Quarter-End Reports
oid Checks

We next illustrate how the SJ source document code cross-references to audit trail codes. Click

Microsoft Dynamics GP -

and select Tools>>Setup>>Posting>>Audit Trail Codes. The Audit Trail Codes

Setup window is illustrated below with the Sales Series displayed.

Microsoft Dynamics GP -

User and Company

User Date
“ Connect
Edit 3
_ Mew Task Resources for Microsoft Dynamics GP
. " CustomerSource
Maintenance [3 Utilities » System N
: Your resource for unlimited access to

SmartList Routines L4 Company 3 Microsoft Dynamics GP.
Task List Integrate LS Workflow for Sharepoint Posting Accounts
Process Monitor Macro e Financial 4 Source Document
Report Processing Status Resource Descriptions N Sales 3 Audit Trail Codes

Purchasin >
User Preferences Analysis Cubes N ] Payroll Accounts _ i
Print Setup... Inventory » Analytical Accoun _—'—\U(|It Trail Codes Setup
Print... Ctrl+P Payroll 4

Project 3 <
Close All Windows

Hurnan Resources >
ot Manufacturing 3 1 Quick Links

Add Reporis Fixed Assets D User Activity
Process Monitor
Field Service 3 User Setup

Analysis Cubes

Online Services

User Security Setup
Back Up Company
4 Create Business Alerts
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Audit Trail Codes Setup - TWO (sa) — s
P 5 =) —
QK File  Print Tools Help Add
- - - Mote
Actions File Toals Help
Display: Sales [~ bl k. Al Unmark Al
Financial
R eprint Drm Prefix Mext Hurnber =
F8lnventan | RhaPy 2 BPL ~
EuPayrall RtACHY 1 MC
Trdrrgiect ] RMCOM | 3 COM
Receivables Caszh Receipts RMCSH 231 CRJ
Voided Trs Maintenance RMMSC 1 R4l
Sales Pavment Documents RMFPDC 1 RrFDC
Currency Revaluation RrRWL 1
Receivables Sales Entry RrSLS 5 @
Sales Yoided Payrment Docs RbiFD 1 [n]
Sales Deposits SLSDP 3 CHJ
Sales Transachion Entry SLSTE 247
Sales Voided Transactions SLSWT 1 £
ACTIVITY TRACKING LOG

Activity tracking logs user activity in the software but must first be activated. Click the

1] M ft D ics GP -
erosor “ynamics , select Tools>>Setup>>System>>Activity Tracking

B Microsoh Dymamics 68 - o L

S~ Hame ¢ Fansncisl » Financ o ol D

Transactions = Inquiny = Reporms = Cards =
[ Microvolt Dynamica GF =

User and Company Customize ha page

Uses Diate -

# Fnanciel

[

wtup | « Fnanci
e
H

Bugmt 5 rry iy
Bt Trarsacten Summary
et Changa

Chackbook Register
Chockisok Balarce

Trarmaction Match by Link Mumbar

Sen
+ Finarcin

Ganaral Ladger
Catagery

P Home Segrrant
Chsch Journal

W] Fmanciad Tramaaction Mascheng
Muscurency

R Sete Flain Types

&y Pnchaning Cumeray iscourtn

Blaek fecanciieton

N T Interhint Manssment

VLWEON6  Fabrikam, Inc. 1a
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Activity Tracking Setup - TWO (sa) >
|l 1l - TJ) | 1 . .
Q = . > 1. Select the type of activity and
QK File Print Tools Help Add . L.
- - - MNote mark the specific activity to track
Actions File Tools Help N
4
Activity Type: |LDgin.-"Logout Tracking \’l
Auctiviby Track
Failed Attempts to Log In kel &k 2l
Successful Attempts to Log In ||
Successful Attempts to Log Out 1 Unmark All
e
Company Mame
Fabrik.am. Inc. L b ark. Al
LESSOMUSER Unmark. Al
MHetuserd1 5B
=a
b

Close any open windows.

CONCLUSIONS

The response and evaluation for this course are among the best in IS courses. The enrollment for this course is
relatively strong for graduate study in the CIS department even it is an elective course. We have successfully used
this course for Microsoft Dynamics Student Certificate Programs. So far there are 100 students have taken this course
in the last three years. To do these assignments, CRM on premise in a local area network environment is the best
choice because the security role assignments are relative secure and easy. We will apply these assignments to
Dynamics 365 in the future.

REFERENCES

Brunsdon, T., Romney, M.B., & Steinbart, P. J. (2009). Introduction to Microsoft Dynamics GP 10.0 focus on
internal controls, (2nd ed.). Upper Saddle River, NJ: Prentice Hall.
ISACA, ISACA certification: IT audit, security, governance and risk, retrieved from

http://www.isaca.org/CERTIFICATION/Pages/default.aspx
Microsoft (2015). Microsoft Dynamics CRM 2015 Manual.
Panko, R. R. (2013). Corporate Computer and Network Security, (3™ ed.), Upper Saddle River: Prentice Hall.

Topi, H., Valacich, J. S., Wright, R. T., Kaiser, K. M., Nunamaker, J. F., Sipior, J. C., and Vreede, G. J. de. (2010).
Revising the undergraduate IS model curriculum: New outcome expectations, Communications of the
Association for Information Systems (23:32) 2008, 591--602, http://aisel.aisnet.org/cais/vol23/iss1/32/,
accessed January 19, 2010.

Wolenik, M., (2014). Microsoft Dynamics CRM 2013 Unleashed, SAMS.

Yacht, C., Crosson, S. V., & Segovia, J. (2010). Computer Accounting Essential with Microsoft Dynamics GP 10.0,
2nd Edition, McGraw-Hill.

60



